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This document contains the following policies: 

 BYOD Access and Use Policy  
 Mobile Device Access and Use Policy 
 Privacy Compliance Policy  
 Record Management, Retention, and Disposition Policy 
 Social Networking Policy  
 Telecommuting Policy  
 Travel, Laptop, PDA and Off-Site Meeting Policy 
 Wearable Device Policy  

In addition, along with the 8 policies, included are 28 electronic forms and 14 full job descriptions to assist in the 
administration of the mobile workforce.  

The Electronic forms Include: 

 Disaster Recovery foms 
o Remote Location Contact information 

 Records Management 
o Administrative Records 
o Computer and Information  Secuity Records 
o Computer Operations and Technical Support Records 
o Data Administratio Records 
o Facility Records 
o Financial Records 
o General Systems and Application Development Records 
o Mobile Device Access and Use Agrement 
o Network and Communication Services Records 
o Personell Records 
o Safety Records 
o Sales Reccords 
o User and Office Automation  Records 

 Safety Program 
o Inspection Checklist Work from Home Location 

 Security  
o Mobile Device Security and Compliance Checklist 
o Privacy Policy Compliance Agreement 
o Security Access Application 
o Sensitve Information Policy Compliance Agreement 
o Telecommution Work Agreement 
o Text Messaging Sensitve Information Agreement 
o Work From Home Work Agreement 

 General forms 
o BYOD Access and Use Agreement 
o Company Asset Employee Control Log 
o Internet and Electronic Communication  
o Social Networking Policy Compliance Agreement 
o Telecommuting IT Checklist 
o Wearable Device Access and Use Agreement 
o Work From Home IT Checklist 
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The job descriptions included are  

 
 Chief Mobility Officer 
 Chief Security Officer 
 Data Protection Officer 
 Manager BYOD Support 
 Manager Compliance 
 Manager Record Administrator 
 Manager Security and Workstations 
 Manager Social Networking 
 Manager Telecommuting 
 Manager WFH Support 
 BYOD Support Supervisor 
 BYOD Support Specialist 
 Record Management Coordinator 
 Security Architect 
 Social Media Specialist 



  

Victor
Sample



 

BYOD Policy 

 

 

 
Page 2 

 

  
© 2021 Copyright Janco Associates, Inc. -- ALL RIGHTS RESERVED -- www.e-janco.com 

 

Table of Contents 

Bring Your Own Device (BYOD) Access and Use Policy .............................................................................................. 3 
Overview ............................................................................................................................................................. 3 

Components of the BYOD Strategy and Basics for BYOD Policy ...................................................................... 4 
Device Ownership Issues ................................................................................................................................. 7 
Policy ............................................................................................................................................................... 8 
BYOD Security Best Practices ........................................................................................................................ 14 
Work From Home - Best Practices................................................................................................................. 15 

BYOD Metrics and SLA Agreement ................................................................................................................... 17 
Executive management............................................................................................................................ 17 
Business unit executives .......................................................................................................................... 17 
IT organization ......................................................................................................................................... 17 

Legal Considerations ......................................................................................................................................... 19 
Privacy ...................................................................................................................................................... 19 
Record Retention ..................................................................................................................................... 20 

Appendix ........................................................................................................................................................... 22 
BYOD Policy Decision Table ........................................................................................................................... 23 
Electronic Forms ............................................................................................................................................ 24 

BYOD Access and Use Agreement Form 
Mobile Device Security Access and Use Agreement Form 
Mobile Device Security and Compliance Checklist 
Telecommuting IT Checklist 
Telecommuting Work Agreement 
Work From Home IT Checklist 
Work From Home Work Agreement 

IT Job Descriptions ........................................................................................................................................ 25 
BYOD Support Specialist 
BYOD Support Supervisor 
Manager BYOD Support 
Manager WFH Support 

What’s New ...................................................................................................................................................... 26 

 

  



  

Victor
Sample



 

Mobile Access and Use Policy 

 

1 
 
© 2021 Copyright Janco Associates, Inc. – www.e-janco.com 

 

Table of Contents 

Mobile Access and Use Policy .................................................................................................................................... 2 

Overview ............................................................................................................................................................. 2 
Components of the BYOD Strategy and Basics for BYOD Policy ...................................................................... 3 

Policy ................................................................................................................................................................... 6 
Policy and Appropriate Use ............................................................................................................................. 6 

Mobile Devices ........................................................................................................................................... 8 
Policy Definitions ....................................................................................................................................... 8 
Access Control ............................................................................................................................................ 8 
Federal Trade Commission Mobile Policy Guidelines ................................................................................ 9 
Security .................................................................................................................................................... 11 
Help & Support ........................................................................................................................................ 12 
Enterprise Mobile Device Infrastructure ................................................................................................. 12 
Equipment and Supplies .......................................................................................................................... 13 
Tablet Computer (iPads and Microsoft Surface) ...................................................................................... 14 

Mobile Device Security Best Practices .............................................................................................................. 16 
Top 10 Mobile Device Security Best practices............................................................................................... 16 

Security controls ...................................................................................................................................... 16 
Remote device management ................................................................................................................... 17 
Access management controls .................................................................................................................. 17 
Tablet and Smartphone applications ....................................................................................................... 17 

Appendix ........................................................................................................................................................... 18 
Electronic Forms ............................................................................................................................................ 19 

• BYOD Access and Use Agreement Form 
• Company Asset Employee Contol Log 
• Mobile Device Security Access and Use Agreement Form 
• Mobile Device Security and Compliance Checklis 
• Wearable Devuce Access and Use Afreement 
• Work From Home Contact Information 
• Work From Home IT Checklist 
• Work From Home Work Agreement 

What’s New ...................................................................................................................................................... 20 

 

 

  



 

 

 

     

   

Victor
Sample



 

Privacy Compliance Policy 
US and EU Mandated Privacy Compliance 

 

1 
 

© 2021 Copyright Janco Associates, Inc. – www.e-janco.com 

 

Table of Contents 
 

Privacy Compliance Policy – U.S. and EU Mandated Requirements .............................................................................. 3 
Overview ................................................................................................................................................................... 3 
Right to Privacy ......................................................................................................................................................... 3 

California Consumer Privacy Act of 2018 ............................................................................................................. 4 
Consumer’s Right to Know Information that Has Been Captured ..................................................................... 4 
Consumer’s Right to Have Data Removed ......................................................................................................... 5 
Consumer’s Right to Know How Data is Used ................................................................................................... 6 
Consumer’s Rights to Data That is Sold ............................................................................................................. 7 
Consumer’s Rights for Stopping the Sale of Data .............................................................................................. 8 
Consumer’s Rights to Not be Discriminated Due to Opt Out ............................................................................ 9 
Enterprise Reporting Requirements ................................................................................................................ 10 
Enterprise Internet and WWW requirements ................................................................................................. 12 

GDPR .................................................................................................................................................................. 13 
Why Data is Captured ...................................................................................................................................... 13 
User Consent ................................................................................................................................................... 14 
Communication ............................................................................................................................................... 15 
Third Party Data ............................................................................................................................................... 15 
Profiling............................................................................................................................................................ 16 
Legacy data ...................................................................................................................................................... 16 

PCI ...................................................................................................................................................................... 17 
HIPAA ................................................................................................................................................................. 20 
Gramm-Leach-Bliley (Financial Services Modernization Act of 1999 ................................................................. 21 
Massachusetts 201 CMR 17.00 Data Protection Requirements ........................................................................ 22 

User/Customer Sensitive Information and Privacy Bill of Rights ............................................................................ 23 
Appendix ................................................................................................................................................................. 24 

Forms.................................................................................................................................................................. 24 
Privacy Compliance Policy Acceptance Agreement ......................................................................................... 24 

Job Descriptions ................................................................................................................................................. 24 
Chief Security Officer ....................................................................................................................................... 24 
Data Protection Officer .................................................................................................................................... 24 
Manager Compliance ....................................................................................................................................... 24 
Manager Security and Workstations ............................................................................................................... 24 
Security Architect ............................................................................................................................................ 24 

Privacy and Security Compliance Implementation Work Plan ........................................................................... 25 
What’s New ............................................................................................................................................................ 27 

 

  



  

Victor
Sample



 

Record Classification, Management, Retention, and 
Disposition Policy 

 

1 
 
© 2021 Copyright Janco Associates, Inc. – www.e-janco.com 

 

Table of Contents 

Record Classification, Management, Retention and Disposition Policy Statement .................................................. 2 
Scope .................................................................................................................................................................... 3 
Work From Home impact ..................................................................................................................................... 3 

What is Record Classification and Management ....................................................................................................... 4 
Regulatory Overview ................................................................................................................................................. 5 
Record Classification, Management, Retention and Disposition Standard ............................................................. 11 
Email Retention Compliance ................................................................................................................................... 25 
Implementation Interview Checklist........................................................................................................................ 30 
Record classification, management, retention, and disposition Annual Review Process ....................................... 31 
Record Management Best Practices ........................................................................................................................ 33 
Appendix .................................................................................................................................................................. 37 

Job Descriptions .................................................................................................................................................. 38 
Manager – Record Administrator 
Manager WFH Support 
Record Management Coordinator 

Forms .................................................................................................................................................................. 39 
Personnel Records 
Administrative Records 
Facility Records 
Financial Records 
Sales Records 
Computer and Information Security Records 
Computer Operations and Technical Support 
Data Administration 
General Systems and Application Development 
Network and Communication Services 
User and Office Automation Support 
Safety Records 

Document Retention Periods ............................................................................................................................. 40 
Federal Law Record Retention ............................................................................................................................ 41 
Pennsylvania Record Retention .......................................................................................................................... 50 
Massachusetts Record Retention ....................................................................................................................... 53 
I-9 Retention ....................................................................................................................................................... 55 

Version History ........................................................................................................................................................ 58 

 



 

 

 

     

     

Victor
Sample



 

Social Network Policy 
Managing and Controlling Employees’ Social Network Access  

 

2  
© 2020 Copyright Janco Associates, Inc. – https://www.e-janco.com 

 

Table of Contents 
 

Social Network Policy .........................................................................................................................3 

Definitions ................................................................................................................................................ 3 

Overview ................................................................................................................................................... 3 

Policy......................................................................................................................................................... 4 

Rights to content ...................................................................................................................................... 8 

Rules for Social Network Engagement ................................................................................................... 11 

Social Network Best Practices and Guidelines ....................................................................................... 13 

Security Standards .................................................................................................................................. 16 

BYOD Security ......................................................................................................................................... 17 

Protect Sensitive Data ............................................................................................................................ 17 

Disaster Recovery and Business Continuity............................................................................................ 18 

Best Practices in Managing Social Networks and Social Relationship .................................................... 19 

Steps to Prevent Being Scammed by Social Media ................................................................................ 20 

Appendix ......................................................................................................................................... 21 
Job Descriptions ................................................................................................................................. 22 

Job Description – Manager Social Networking 
Job Description – Social Media Specialist 

Electronic Forms ................................................................................................................................. 23 
Internet and Electronic Communication Agreement 
Social Network Policy Compliance Agreement 

Protection from Phishing and Whaling Attacks ...................................................................................... 24 

Social Networking Best Practices ........................................................................................................... 27 
Twitter .............................................................................................................................................. 27 
LinkedIn ............................................................................................................................................ 29 
Blog .................................................................................................................................................. 31 

What’s News ........................................................................................................................................... 33 

 

https://www.e-janco.com/
http://www.e-janco.com


 

Travel Policy 
Travel, Laptop, PDA, Electronic and Off-Site Meetings 

 

 

 

 

 

 

 
 

Victor
Sample



 

Travel Policy 
Travel, Laptop, PDA, Electronic and Off-Site Meetings 

 

1 
 

© 2020 Copyright Janco Associates, Inc. – www.e-janco.com 

 

 

Table of Contents 

Travel, Laptop, PDA, and Off-Site Meetings .................................................................................................................. 2 

Laptop and PDA Security .......................................................................................................................................... 2 

BYOD Security ........................................................................................................................................................... 2 

Service Provider Selection ........................................................................................................................................ 3 

Wi-Fi & VPN .............................................................................................................................................................. 3 

Data and Application Security ................................................................................................................................... 4 

Minimize Attention ................................................................................................................................................... 4 

Public Shared Resources – Wireless and Shared Computers .................................................................................... 5 

Off-Site Meeting Special Considerations .................................................................................................................. 6 

International Travel Best Practices ........................................................................................................................... 7 

Remote Computing Best Practices ............................................................................................................................ 8 

Electronic Meetings ................................................................................................................................................ 10 

Best Practices for Electronic Meetings ............................................................................................................... 11 

Appendix ................................................................................................................................................................. 12 

Electronic Forms................................................................................................................................................. 13 

Mobile Device Access and Use Agreement 

Mobile Device Security and Compliance Checklist 

Privacy Policy Compliance Agreement 

Telecommuting IT Checklist 

Revision History ...................................................................................................................................................... 14 

 

 

 

 

 

 

 

 

 



  

Victor
Sample



 

Wearable Device Policy  

 

2 
 
© 2021 Copyright Janco Associates, Inc. – www.e-janco.com 

 

 

Table of Contents 

Wearable Device Policy .............................................................................................................................................. 3 
Overview ............................................................................................................................................................. 3 
Policy ................................................................................................................................................................... 3 
Creating a Wear Your Own Device Strategy (WYOD) ......................................................................................... 7 
Enterprise Mobile Device Infrastructure ............................................................................................................ 8 

Wearable Device Infrastructure ................................................................................................................. 8 
Disaster Recovery ...................................................................................................................................... 8 
Backups ...................................................................................................................................................... 9 
Wearable Device Physical Device .............................................................................................................. 9 
Internal Network Access ............................................................................................................................ 9 
Repair Procedure ..................................................................................................................................... 10 
Upgrade Procedure .................................................................................................................................. 10 
Patching Policy ......................................................................................................................................... 10 
Ownership of device ................................................................................................................................ 10 
Ownership of data ................................................................................................................................... 10 

Wearable Devices Security Best Practices ........................................................................................................ 12 
Security Controls ...................................................................................................................................... 12 
Remote Wearable Devices Management ................................................................................................ 12 
Access Management Controls.................................................................................................................. 13 
Wearable Device Applications ................................................................................................................. 13 

Legal Considerations ......................................................................................................................................... 14 
Privacy ...................................................................................................................................................... 14 
Record Retention ..................................................................................................................................... 15 

WYOD Management Security Options.............................................................................................................. 17 
Appendix ........................................................................................................................................................... 18 

Top 10 WYOD Best Practices ......................................................................................................................... 19 
Electronic Forms ............................................................................................................................................ 20 

Mobile Device Access and Use Agreement 
Mobile Device Security and Compliance Checklist 
Wearable Device Access and Use Agreement 

What’s New ................................................................................................................................................. 21 

 

 

 

  



    

2021 Edition 

Victor
Sample



 

WFH &Telecommuting Policy 

 

1  
© 2021 Copyright Janco Associates, Inc. – www.e-janco.com 

 

Table of Contents 

Work From Home (WFH) & Telecommuting Policy .............................................................. 2 

Overview ............................................................................................................................................................. 2 
ENTERPRISE Policy Requirements .................................................................................................................. 5 
Compensation and Benefits .......................................................................................................................... 5 
Hours of Work ............................................................................................................................................... 5 
Attendance at Meetings ................................................................................................................................ 6 
Sick Leave and Time Off ................................................................................................................................. 6 
Workers’ Compensation and Safety Program Liability .................................................................................. 6 
Equipment and Supplies ................................................................................................................................ 6 
Record Management Process and BCP .......................................................................................................... 7 
BYOD Security ................................................................................................................................................ 7 
Telecommuting costs ..................................................................................................................................... 8 
Work From Home ........................................................................................................................................ 10 

WFH Operational Rules ............................................................................................................................ 10 
WFH Challenges Faced ............................................................................................................................. 11 

Appendix ........................................................................................................................................................... 13 
Employer Legal Workplace Responsibilities ................................................................................................ 14 
Position Requirements for Qualification for WFH & Telecommuting ......................................................... 15 
Job Description ............................................................................................................................................ 16 

Manager Telecommuting 
Manager Work From Home Support 

Electronic Forms .......................................................................................................................................... 17 
Enterprise Owned Equipment 
Internet and Electronic Communication Agreement 
Mobile Device Access and Use Agreement 
Mobile Device Security and Compliance Checklist 
Privacy Policy Compliance Agreement 
Remote Location Contact Information 
Safety Checklist - Work at Alternative Location 
Security Access Application Mobile 
Sensitive Information Policy Compliance Agreement 
Social Networking Policy Compliance Agreement 
Telecommuting IT Checklist 
Telecommuting Work Agreement 
Text Messaging Sensitive Information Agreement 
Work From Home Contact Administration 
Work From Home IT Checklist 
Work From Home Work Agreement 

What’s New ....................................................................................................................................................... 18 


	© 2021 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://www.e-janco.com
	Mobility Policy Bundle
	Table of Contents
	Policies
	Bring Your Own Device (BYOD) Access and Use Policy
	Table of Contents
	Overview
	Components of the BYOD Strategy and Basics for BYOD Policy
	Device Choices
	User Experience and Privacy
	Trust Security Compliance
	Application Design and Infrastructure
	Economics
	Liability
	Maintainability
	Internal marketing and training

	Device Ownership Issues
	Policy
	Device Requirements
	Policy Definitions
	Access Control
	Security
	Device Access Security

	Help & Support
	Enterprise Mobile Device Infrastructure
	BYOD Infrastructure
	Disaster Recovery
	Backups
	Intellectual Property

	Tablet Computer (iPads)
	Security
	Supported Problems

	Internal Network Access
	Repair Procedure
	Upgrade Procedure
	Patching Policy

	BYOD Security Best Practices
	Security Controls
	Remote BYOD Management
	Access Management Controls
	Tablet and Smartphone Applications

	Work From Home - Best Practices

	BYOD Metrics and SLA Agreement
	Executive management
	Business unit executives
	IT organization

	Legal Considerations
	Privacy
	Record Retention
	Record Retention - Federal and State Requirements
	Implications Sarbanes-Oxley and Gramm-Leach-Bliley
	Security Requirements


	Appendix
	BYOD Policy Decision Table
	Electronic Forms
	BYOD Access and Use Agreement Form
	Mobile Device Security Access and Use Agreement Form
	Mobile Device Security and Compliance Checklist
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Work From Home IT Checklist
	Work From Home Work Agreement

	IT Job Descriptions
	BYOD Support Specialist
	BYOD Support Supervisor
	Manager BYOD Support
	Manager WFH Support


	What’s New

	Mobile Access and Use Policy
	Table of Contents
	Overview
	Components of the BYOD Strategy and Basics for BYOD Policy
	Device Choices
	User Experience and Privacy
	Trust Security Compliance
	Application Design and Infrastructure
	Economics
	Liability
	Maintainability
	Internal marketing and training


	Policy
	Policy and Appropriate Use
	Mobile Devices
	Policy Definitions
	Access Control
	Federal Trade Commission Mobile Policy Guidelines
	Security
	Help & Support
	Enterprise Mobile Device Infrastructure
	Equipment and Supplies
	Enterprise Owed Equipment
	Employee Owned Equipment

	Tablet Computer (iPads and Microsoft Surface)
	Backups
	Security
	Supported Problems
	Internal Network Access
	Repair Procedure
	Upgrade Procedure
	Patching Policy



	Mobile Device Security Best Practices
	Top 10 Mobile Device Security Best practices
	Security controls
	Remote device management
	Access management controls
	Tablet and Smartphone applications


	Appendix
	Electronic Forms
	 BYOD Access and Use Agreement Form
	 Company Asset Employee Contol Log
	 Mobile Device Security Access and Use Agreement Form
	 Mobile Device Security and Compliance Checklist
	 Wearable Device Access and Use Agreement
	 Work From Home Contact Information
	 Work From Home IT Checklist
	 Work From Home Work Agreement


	What’s New

	Privacy Compliance Policy
	Table of Contents
	Privacy Compliance Policy – U.S. and EU Mandated Requirements
	Overview
	Right to Privacy
	California Consumer Privacy Act
	Consumer’s Right to Know Information that Has Been Captured
	Consumer’s Right to Have Data Removed
	Consumer’s Right to Know How Data is Used
	Consumer’s Rights to Data That is Sold
	Consumer’s Rights for Stopping the Sale of Data
	Consumer’s Rights to Not be Discriminated Due to Opt-Out
	Enterprise Reporting Requirements
	Enterprise Internet and WWW requirements

	GDPR
	Why Data is Captured
	User Consent
	Asking for Consent
	Recording consent
	Managing consent

	Communication
	Third-Party Data
	Profiling
	Legacy data

	PCI
	Wi-Fi
	Outsourcing
	Sampling

	HIPAA
	Gramm-Leach-Bliley (Financial Services Modernization Act of 1999
	Massachusetts 201 CMR 17.00 Data Protection Requirements

	User/Customer Sensitive Information and Privacy Bill of Rights
	Appendix
	Forms
	Privacy Compliance Policy Acceptance Agreement

	Job Descriptions
	Chief Security Officer
	Data Protection Officer
	Manager Compliance
	Manager Security and Workstations
	Security Architect

	Privacy and Security Compliance Implementation Work Plan
	Define where the enterprise is and the issues it faces.
	Define privacy requirements
	Define security requirements

	Define what must be done
	Document privacy requirements
	Document security requirements

	Implement changes
	Implement privacy requirements
	Implement security requirements

	Operate and maintain the new GDPR and CCPA environment
	Manage privacy
	Manage Security

	Govern, audit, and report on compliance
	Govern privacy compliance requirements
	Govern security compliance requirements



	What’s New


	Record Classification, Management, Retention and Disposition Policy 
	Table of Contents
	Overview
	Scope
	Work From Home impact
	What is Record Classification and Management
	Regulatory Overview
	Record Retention - Federal and State Requirements
	Record Retention Implications Sarbanes-Oxley Sections 302, 404, and 409
	SOX - Section 302
	SOX - Section 404
	SOX – Section 409
	SOX – Sections 103a and 801a
	SOX – Section 802
	Record Retention Requirements and Time Periods
	Primary Classification List of Records to Be Retained

	Record Classification by Device and Location
	What ENTERPRISE Should Do

	Record Classification, Management, Retention and Disposition Standard
	Purpose
	Scope
	Responsibilities
	Record Management
	Record Creation
	Data Security Classification
	Record Retention Designation
	Vital Records
	Pre-identified vital records
	Methods of Protection of Vital Records


	Record Use
	Record Disposition
	Non-Archival Records
	Archival Records

	Record Destruction

	Compliance and Enforcement
	Legal Definitions


	Email Retention Compliance
	Policy
	Unclassified – Temporary
	Email to Be Deleted
	Email to be maintained

	Email to be printed
	Regulations and Industry Impact
	Keys to Email Archiving Compliance

	Implementation Interview Checklist
	Interviewee Questions
	Records Accessed
	Records Created

	Record classification, management, retention, and disposition Annual Review Process
	Understand all the requirements for every type of record your organization has
	Develop and maintain clear and well-documented Record Management policies
	Get management concurrence on those policies.
	Annually review your Record Management practices
	Review systems, technologies, and facilities, as well as your practices.
	Document the results

	Record Management Best Practices
	Engage key managers and record stakeholders
	Define scope, needs, and Objectives
	Implement metrics and monitor processes
	Define meaningful retention periods
	Define search and retrieval core requirements
	Automate the record retention and destruction processes
	Start the process with current records – add old records over time
	Train staff
	Review and update the policy at least annually

	Appendix
	Job Descriptions
	Manager – Record Administrator
	Manager WFH Support
	Record Management Coordinator

	Forms
	Personnel Records – sections of this form have been pre-completed for areas that are mandated by US federal laws and are consistent across all industries
	Administrative Records
	Facility Records
	Financial Records
	Sales Records
	Computer and Information Security Records
	Computer Operations and Technical Support
	Data Administration
	General Systems and Application Development
	Network and Communication Services
	User and Office Automation Support
	Safety Records

	Document Retention Periods
	Federal Law Record Retention
	Federal Acquisition Regulation
	Retention Periods
	Job Advertisements and Postings
	Resumes and Applications
	Employment Action Records
	Wage and Hour Records
	Tax Records
	Retirement and Pension Records
	Leave Records
	I-9 Forms
	Job-Related Illness and Injury Records
	Federal Legal Citations

	Pennsylvania Record Retention
	Guidelines for Retention of Records

	Massachusetts Record Retention
	The doctrine of spoliation
	When does the duty to preserve evidence arise?
	How does a party establish that spoliation has occurred?
	What are the consequences?
	Application to electronically stored information

	I-9 Retention
	Retaining Form I-9
	Paper Retention of Forms I-9
	Retention of Forms I-9 Using Microfilm and Microfiche
	Electronic Forms I-9
	Retaining Copies of Form I-9 Documentation
	Retaining Electronic Signature of Forms I-9
	System Documentation
	Security
	Remote Hires
	Guidelines for Using Third-Party Service Providers
	Inspection


	Version History

	Social Network Policy
	Table of Contents
	Definitions
	Policy
	Overview
	Statement

	Rights to content
	Confidential Information
	Private versus Public Information
	Option for More Restrictive License Terms
	Attribution

	Rules for Social Network Engagement
	Understand the audience
	Set Realistic Goal
	Do Not Let the Unknown Stop You
	Utilize Open Networks
	Build a search capability
	Include Enterprise data

	Social Network Best Practices and Guidelines
	Security Standards
	BYOD Security
	Protect Sensitive Data
	Disaster Recovery and Business Continuity
	Best Practices in Managing Social Networks and Social Relationship
	Steps to Prevent Being Scammed by Social Media
	Appendix
	Job Descriptions
	Job Description – Manager Social Networking
	Job Description – Social Media Specialist

	Electronic Forms
	Internet and Electronic Communication Agreement
	Social Network Policy Compliance Agreement

	Protection from Phishing and Whaling Attacks
	Know what a whaling attack is
	Inform your senior executives about whaling attacks and give them examples
	Conduct penetration testing and social engineering.
	Use common sense with social networking.
	Practice safe browsing to avoid viruses and keystroke-capture programs
	Use security technology to help thwart attacks.

	Social Networking Best Practices
	Twitter
	Keep your posts relevant and valuable
	How many accounts?
	Naming your accounts
	Profile

	LinkedIn
	Finding connections
	Linking to groups
	Adding a company profile
	Adding a blog feed

	Blog
	Create a blog account somewhere else
	Prepare your blog profile
	Add content regularly
	Announce your blog
	Tell everyone you are writing


	What’s News


	Travel, Laptop, PDA, and Off-Site Meeting Policy
	Table of Contents
	Travel, Laptop, PDA, and Off-Site Meetings
	Laptop and PDA Security
	BYOD Security
	Service Provider Selection
	Wi-Fi & VPN
	Data and Application Security
	Minimize Attention
	Public Shared Resources – Wireless and Shared Computers
	Off-Site Meeting Special Considerations
	International Travel Best Practices
	Remote Computing Best Practices
	Electronic Meetings
	Best Practices for Electronic Meetings


	Appendix
	Electronic Forms
	Mobile Device Access and Use Agreement
	Mobile Device Security and Compliance Checklist
	Privacy Policy Compliance Agreement
	Telecommuting IT Checklist


	Revision History

	Wearable Device Policy
	Overview
	Policy
	Wearable Device Policy Requirements
	Policy Definitions
	Access Control
	Security
	Help & Support

	Creating a Wear Your Own Device Strategy (WYOD)
	Enterprise Mobile Device Infrastructure
	Wearable Device Infrastructure
	Disaster Recovery
	Backups
	Intellectual Property

	Wearable Device Physical Device
	Security
	Supported Problems

	Internal Network Access
	Repair Procedure
	Upgrade Procedure
	Patching Policy
	Ownership of device
	Ownership of data

	Wearable Devices Security Best Practices
	Security Controls
	Remote Wearable Devices Management
	Access Management Controls
	Wearable Device Applications

	Legal Considerations
	Privacy
	Record Retention
	Record Retention of Federal and State Requirements
	Implications Sarbanes-Oxley and Gramm-Leach-Bliley
	Security Requirements


	WYOD Management Security Options
	Appendix
	Top 10 WYOD Best Practices
	Electronic Forms
	Mobile Device Access and Use Agreement
	Mobile Device Security and Compliance Checklist
	Wearable Device Access and Use Agreement


	What’s New

	Work From Home (WFH) & Telecommuting Policy
	Table of Contents
	Overview
	Telecommuting resource misuse can have serious implications for an enterprise
	Policy
	Policy Definitions
	ENTERPRISE Responsibilities
	ENTERPRISE Policy Requirements

	Termination of Agreement
	Terms and Conditions
	Compensation and Benefits
	Hours of Work
	Attendance at Meetings
	Sick Leave and Time Off
	Workers’ Compensation and Safety Program Liability
	Equipment and Supplies
	Enterprise Owed Equipment
	Employee-Owned Equipment

	Record Management Process and BCP
	BYOD Security
	Telecommuting costs

	Work Agreements
	BYOD, Tablets, PDAs, and Smartphones

	Work From Home
	WFH Operational Rules
	WFH Challenges Faced
	Interactions
	Boundaries – Home vs Work
	Socialization- Team building
	Security and Compliance
	Communication
	Isolation
	Infrastructure
	Visibility
	Time Zones
	Meetings



	Appendix
	Employer Legal Workplace Responsibilities
	Position Requirements for Qualification for WFH & Telecommuting
	Determining positions that are appropriate for WFH & telecommuting
	Employee qualities that are appropriate for WFH & telecommuting

	Job Description
	Manager Telecommuting
	Manager Work From Home Support

	Electronic Forms
	Enterprise Owned Equipment
	Internet and Electronic Communication Agreement
	Mobile Device Access and Use Agreement
	Mobile Device Security and Compliance Checklist
	Privacy Policy Compliance Agreement
	Remote Location Contact Information
	Safety Checklist - Work at Alternative Location
	Security Access Application Mobile
	Sensitive Information Policy Compliance Agreement
	Social Networking Policy Compliance Agreement
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Text Messaging Sensitive Information Agreement
	Work From Home Contact Administration
	Work From Home IT Checklist
	Work From Home Work Agreement


	What’s New


	Job Descriptions
	BYOD Support Specialist
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority
	Contacts

	Position Requirements
	Career Ladder

	BYOD Support Supervisor
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Chief Mobility Officer (CMO)
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements

	Chief Security Officer (CSO)
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements

	Data Protection Officer (DPO)
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements

	Manager BYOD Support
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Manager Compliance
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements

	Manager Record Administrator
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Manager Security and Workstations
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Manager Social Networking
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Manager Telecommuting
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Manager WFH Support
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Record Management Coordinator
	Position Purpose
	Problems and Challenges
	Essential Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Security Architect
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder

	Social Media Specialist
	Position Purpose
	Problems and Challenges
	Essential Position Functions
	Principal Accountabilities
	Authority

	Contacts
	Position Requirements
	Career Ladder


	Forms
	Disaster Recovery
	Disaster Recovery – Remote Location Contact Information

	Records Management
	Form - Administrative Records
	Administrative Records

	Form - Remote Location Contact Information
	Form - Computer and Information Security
	Information Technology Records - Computer and Information Security

	Form - Computer Operations and Technical Support
	Information Technology Records - Computer Operations and Technical Support

	Form - Data Administration
	Information Technology Records - Data Administration

	Form - Facility Records
	Facility Records

	Form - Financial Records
	Financial Records

	Form - General Systems and Application Development
	Information Technology Records – IT General Systems and Application Development

	Form - Mobile Device Access and Use Agreement
	Mobile Device Access and Agreement
	Equipment/Expenses
	Confidentiality/Security


	Form - Network and Communication Services
	Information Technology Records – Network and Communication Services

	Form - Personnel Records
	Personnel Records

	Form - Safety Records
	Safety Records

	Form - Sales Records
	Sales Records

	Form - User and Office Automation Support
	Information Technology Records – User and Office Automation Support


	Safety Program
	Form - Inspection Checklist Work From Home Location
	Inspection Checklist – Work From Home Location
	Inspection Checklist – Alternative Location


	Security
	Form - Mobile Device Security and Compliance Checklist
	Mobile Device Security and Compliance Checklist

	Form - Privacy Policy Compliance Agreement
	Privacy Policy Compliance Acceptance Agreement

	Form - Security Access Application
	Security Access Application Form

	Form - Sensitive Information Policy Compliance Agreement
	Sensitive Information Policy Compliance Agreement

	Form - Telecommuting Work Agreement
	Telecommuting Work Agreement
	Work Location – Schedule
	Work Standards/Performance
	Compensation/Benefits
	Equipment/Expenses
	Safety
	Confidentiality/Security
	Initiation and Termination of Agreement


	Form - Text Messaging Sensitive Information Agreement
	Text Messaging Sensitive Information Agreement
	Confidentiality/Security
	Equipment/Expenses


	Form - Work From Home Work Agreement
	Work From Home Work Agreement
	Work Location – Schedule
	Work Standards/Performance
	Compensation/Benefits
	Equipment/Expenses
	Safety
	Confidentiality/Security
	Initiation and Termination of Agreement



	General Forms
	Form - BYOD Access and Use Agreement
	BYOD Access and Use Agreement
	Equipment/Expenses
	Confidentiality/Security/Backup


	Form - Company Asset Employee Control Log
	Company Asset Employee Control Log

	Form - Internet and Electronic Communication Employee Agreement
	Internet & Electronic Communication - Employee Acknowledgment

	Form - Social Networking Policy Compliance Agreement
	Social Networking Policy Compliance Agreement

	Form - Telecommuting IT Checklist
	Telecommuting IT Checklist

	Form - Wearable Device Access and Use Agreement
	Wearable Device Access and Use Agreement
	Equipment/Expenses
	Confidentiality/Security


	Form - Work From Home IT Checkist
	Work From Home IT Checklist







